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0. OVERVIEW OF PT SIC V ACTION IN 2019

This report on the development of the PT SIC V Action (2018-PT-IA-006), corresponding to the
period from 01-01-2019 to 31-12-2019, and it is an integral part of the Final Technical Report.

The Portuguese Safer Internet Centre (PT SIC) — Centro Internet Segura - is a partnership of six
organizations which core work and expertise are relevant in making the Internet a safer place.
PT SIC is co-funded by the European Commission, through the Connecting Europe Facility (CEF),
and part of the Insafe network that encompasses thirty more European Centres of its kind,
focusing on three main areas — awareness raising, helpline and a hotline.

Throughout the last 12 months, PT SIC developed awareness raising initiatives and tools to
empower children, youngsters and people in general to keep themselves safe on the Internet.
The awareness centres kept on developing engaging new resources to promote awareness.

To celebrate the Safer Internet Day 2019, PT SIC organized in cooperation with the Regional
Directorate for Education of the Autonomous Region of Madeira a Seminar "Online for human
rights", which encountered a wide audience, both among the general public and among
policymakers who have an influence on the Internet governance sphere in the country. To
engage the youngsters PT SIC presented the Theatre play in Madeira. In these two moments
more than 360 participants were involved.

This period was also particularly active regarding youth participation. The 900 Digital Leaders
promoted several initiatives in their schools.

The DGE and the FCT, in partnership with Antena 1/ RTP Online Radio ZigZag, launched the
"ZigZaga na Net" - Online Series, on February 14th at RTP.

The youth radio programme is directed to students between the ages of 5 and 9, which aims to
be a resource for raising awareness on several contents, such as: Rights and Responsabilities
online; Copyright; accuracy and reliability of information (misinformation, fake news); privacy;
digital footprint; online and technologies addiction; safe online behaviour; bullying,
cyberbullying, among many others. It is important to point out that these episodes count on the

regular presence of the mascots of SeguraNet (Pisca) and the Safe Internet Centre (INES).
http://www.rtp.pt/play/zigzag/p5444/zigzaga-na-net

Zig Zag is a block that mainly exhibits cartoons and children's and youngsters’ series of the
responsibility of RTP (Radio and Television of Portugal which includes public radio and television
stations). The Zig Zag website includes an online radio (Radio ZigZag).
Radio ZigZag is a web radio made for children, from 5 to 9 years old, by the RTP group. The radio
programming includes multiple entertainment/pedagogical items directed especially at the 5 -
9 age group, always keeping in mind the contents of the national basic education curriculum.

This resource was designed in a universal perspective, with the goal of reaching all students. The
Reference School for the deaf students (Quinta de Marrocos School) was challenged to translate
these 30 resources into Portuguese Sign Language.This project was pioneer because the deaf
student could be inclueded. https://vyoutu.be/aVithPs25 g




Concerned with the Bullying and Cyberbullying phenomena and their potential impact on
children and youngsters, the Portuguese Ministry of Education set up a “Fighting and Preventing
Bullying and Cyberbullying Plan” for schools to implement.

This National Plan, which is meant to be implemented by schools during this school year
(2019/2020), will be carried out in accordance to a pre-implemented needs diagnostic; and
should encompass: an action plan drawn up according to awareness raising strategies and
activities. Furthermore, it should help identify warning signs; provide the proper support to
schools for the adoption of different prevention and intervention approaches and be in such a
way that it will favor encouraging, acknowledging and disseminating best practices.

The Ministry of Education has been committed to fostering specific initiatives to support the
educational community in order to reduce to a minimum the phenomena of violence within the
school context, especially in what regards Bullying and Cyberbullying. Aiming at achieving this
overall goal, several actions have been initiated, namely as far as the training and enabling the
teaching and non-teaching staff. In addition, several initiatives have been promoted and carried
out and teaching and learning materials have been produced, with the dedicated help of the
General-Directorate for Education teams. The initiatives carried out by the SeguraNet
Awareness Centre and the Education for Health Team are good examples of that action.

In order to implement this Action Plan schools are requested to set up a group of people with
known experience and visible work performed in the field of health promotion and violence
prevention. The work implemented within the schools by this selected group of people may
eventually result in a public acknowledgement of this group as “Ambassadors of a Bullying-free
School. Violence-free School” via a certificate awarded for the work they have carried.

Concerning the promotion of Human Rights online and the work countering hate speech online
PT SIC through IPDJ participated in the creation of the No Hate Speech Network and supported
actions and activities promoted by young activists and other partners.

During the year, PT SIC, through ALTICE FOUNDATION, held awareness sessions in schools and
senior universities. These sessions covered children, youth, adults and seniors in Continental
Portugal and islands. In addition to these sessions, the theatre play “ID2.0 — A Tua Marca na Net”
was shown for a total of 58 sessions, having been seen by 12.642 young people, adults and
seniors.

Throughout the reporting period, PT SIC also collaborated with several national, international
and European partners to promote awareness raising activities for Portuguese speaking
communities and to make Internet a Better Place.



1. INSAFE & INHOPE NETWORKS

Insafe is a network of national nodes that coordinate

Internet safety awareness in Europe. The network interacts
with industry, schools and families in the aim of empowering
people to bridge the digital divide between home and school
and between generations. Insafe seeks to raise Internet

safety-awareness standards and support the development of
information literacy for all and also is the organizer of the
Safer Internet Day in Europe, observed annually in February, where more than 140 countries
mark the day by developing awareness raising activities.

Inhope is the International Association of Internet Hotlines and coordinates a network of
Internet Hotlines all over the world, supporting them in responding to reports of illegal content
to make the Internet safer. Since 1999 it has grown to a network of more than 48 Hotlines across
the globe. The main task of these hotlines is to combat online child sexual exploitation and child
sexual abuse material (CSAM) and also to suppress contents that promote racism, xenophobia
and violence.

2. PORTUGUESE SAFER INTERNET CENTRE (PT SIC)

2.1. CONSORTIUM

The PT SIC is a partnership of six entities, namely:

Fundagao para a Ciéncia e a Tecnologia, I.P. (FCT) is the coordinator of PT SIC Consortium and
is the main funding agency for research in Portugal. FCT has also the mission of coordinating the
policies for the Information Society and mobilizing it through dissemination, qualification and
research activities. Besides, FCT has a major role in promoting ICT development and ICT literacy.

Directorate-General for Education (DGE) is the central administration body of the Portuguese
Government from Ministry of Education which is responsible for the execution of policies related
with the pedagogical and didactical dimensions of pre-school, primary, secondary and extra-
curricula education. DGE also promotes innovative initiatives that stimulate critical thinking and
scientific literacy in articulation with the national Curriculum.

DGE is also responsible for promote Digital Citizenship and Media Literacy in schools and has
been working on online safety awareness since 2004 with the school community through
SeguraNet Awareness Centre. Internationally, DGE is responsible for the eTwinning, eSafety
Label Project, MENTEP and FCL project, among others; and has a strong participation in
European Projects through the relationship with the European Schoolnet and Council of Europe.

Portuguese Institute for Sports and Youth (IPDJ) is a public institute which mission is to run an
integrated and decentralized policy in the areas of sport and youth, in close collaboration with
public and private entities, particularly with sports’ organizations, youth and student
associations and local authorities, and also the promotion of scientific and technical knowledge
particularly concerning ICT, as a way to prepare, train and support the community, mostly young



people. Nationally, IPDJ acts as a coordinator of Youth Information Points Network, Youth
Information Helpline, and ensures the maintenance and updating of the National Youth Portal.

Altice Foundation is a non-lucrative organization, created and funded by Altice Portugal, the
Telecommunications Operator Leader in Portugal. In the social dimension, Altice Foundation is
a fundamental pillar, with a priority focus in the areas of Entrepreneurship, Education and
Culture. The contribution of Altice Foundation to the Information Society and access to
Information and Communication Technologies also materializes through the encouragement of
personal digital capacities development, in particular the support to citizens with special
communication needs.

Microsoft Portugal is part of Microsoft Corporation with a key role in spreading of information
technology usage and the promotion of digital inclusion with a strong input in educational
activities. Security is one of the areas where Microsoft has been working with public and private
institutions to promote the safe usage of information technologies.

APAV - Associa¢dao Portuguesa de Apoio a Vitima is a private charitable organisation,
recognised by law with statutory objective to inform, protect and support citizens who have
been victims of crime. It is a non-profit organisation assisted by volunteers, which supports
victims of crime, in a personal, sensitive and professional way, through the provision of free and
confidential services.

APAV believes that the statute of the victim of crime must be fully acknowledged, valued and
effective and works to achieve this goal in Portugal and beyond. The mission of APAV is to
support victims of crime, their families and friends by providing free and confidential quality
services and to contribute to the improvement of public, social and private policies centered in
the statute of the victim.

2.2. MISSION & STRUCTURE

PT SIC was created in 2007 under the strategic orientation to assure privacy and security in the
use of the Internet, more specifically, to guarantee that all the citizens are able to access and to
manage tools that can protect them from the risks that might derive from the use of the Internet.

The main goals of the project are:

e To promote the safe use of the Internet;

e To raise awareness in society for the risks associated to the use of the Internet,
e To report illegal contents in the Internet;

e To minimize the effects of illegal and harmful contents.

To achieve its goals, PT SIC divides its work in four main functions:

a. Generic Awareness Centre — CIS|FCT — with an objective to educate and raise awareness

among the general public about online safety. This work is led by FCT when it comes to
the general public.
b. School Awareness Centre - SeguraNet - with a particular focus on raising awareness of

children, parents and teachers on how to stay safe online. DGE is responsible for this
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Awareness Centre promoting teachers training and awareness raising sessions, schools
campaigns, educational resources and Digital Citizenship initiatives (Digital Leaders,
SeguraNet Challenges, among others).

¢. Hotline —Linha Internet Segura operated by APAV for the public to report illegal content

on the Internet in an anonymous way. After receiving a report, the hotline works in
partnership with the online industry, law enforcement, government and international
partners to eliminate or diminish the accessibility of this content, specifically child
pornography images hosted anywhere in the world.

d. Helpline —Linha Internet Segura, provided by APAV, helping children, young people and

adults with any online safety issues they may face themselves.

In order to accomplish PT SIC mission, every effort is made to produce inventive, educational
and appropriate tools, resources and campaigns to engage and motivate children, young people,
teachers, social workers, adults and seniors to consider their own online safety. It’s also
recognized the need to build and strengthen a network with all the stakeholders that are
involved in Internet safety and security — public and private institutions and third-sector
organizations — in cooperative spirit and reinforcing a positive message about the use of online
technologies.

Like so, PT SIC counts with two consultancy bodies to better design and prepare its resources
and campaigns:

a. The Digital Leaders initiative for Portuguese schools aims to improve Digital Citizenship
and Media Literacy competences, through the development of non-formal training
sessions promoted by students (aged 9 to 18) within their educational community,
during the school year. In each school there are at least one teacher responsible for the
students and the activities.

This initiative will have two main dimensions addressing the following target groups:

. “Young Digital Leaders” — aiming at students attending primary schools - each
team is set up by a teacher and all the students in a class (aged 6 to 10);

. “Digital Leaders” — aiming at students attending lower, up-lower and
Secondary Education (Aged 10 to 18).

Students Digital Leaders will also act as privileged counselors both of SeguraNet and CIS
| FCT.

The Digital Leaders didn’t just act in their own educational community, they also took
part in several national and international initiatives. Two students and a teacher
attended the European Conference Safer Internet Forum and the BIK Youth Panel.

b. The Advisory Board — This organ comprises entities and personalities with a recognized
know how and responsibilities in the development of Information Society in Portugal,
as well as youth and children rights and protection. In the reporting period, the group
met 2 times (24/05/2019; 06/12/2019) and was enlarged to a total of 22 institutions.
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3. AWARENESS RAISING & EDUCATIONAL ACTIVITIES

3.1. SAFER INTERNET DAY ACTIVITIES IN 2019

‘3.1.1. Overview of Safer Internet Day 2019

PT SIC commemorated Safer Internet Day (SID) 2019 by promoting a series of activities and
resources. The planning started early to organise an event called "Online for human rights"
which encountered a wide audience, both among the general public and among policymakers
who have an influence on the internet governance sphere in the country.

In cooperation with the Regional Directorate for Education of the Autonomous Region of
Madeira, promoted the Seminar Safer Internet Day, on 05 February 2019, in the auditorium of
the Vice-Chancellor’s Office of the University of Madeira, between 9:00 am and 1:00 pm.

In line with the SID slogan, "Together for a better internet" — which emphasises that all
stakeholders have a role to play in guaranteeing a safe and empowering digital space for children
and young people — the Portuguese event was based on the premise that human rights should
be acknowledged as a shared responsibility, and not just something that is promoted by a
handful of institutions and NGOs.

"Online for human rights" was the starting point of the SID celebrations in Portugal, emphasising
the importance of being better humans online who think critically about online expressions of
prejudice and hate speech. We must acknowledge what our values are, as humans of the 21st
century, and what we can do to counter the various phenomena threatening these values.

Nowadays, one would expect that hate speech, prejudice, racism and xenophobia are obsolete
words, but in fact they are still very present, in various contexts and with various degrees of
explicitness: on social networks, on television, in political speeches, and in the way we look at
the people that surround us.

During the main event, held in Madeira, Sabrina Vorbau from the Insafe Coordination Team gave
a keynote speech on the main European trends regarding human rights online. Sabrina also
emphasised the importance of adopting a multi-stakeholder approach to making the internet a
better and safer place for children and young people. She also highlighted that everybody has a
role to play, hence online rights and responsibilities need to be treated in the same way as their
offline counterparts.

Against this background, Sabrina introduced a number of initiatives and activities that the Digital
Citizenship Team at European Schoolnet is facilitating, targeting children and young people,
educators, teachers, policy makers and industry representatives, namely the following:

e The activities of the Insafe-INHOPE network consist in collaborating with experts in the
field of online safety for children and young people — such as social workers,
psychologist, law enforcement agencies (LEA), decision makers, industry and academia
— raising awareness, providing helpline services and fighting against illegal content
online.
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e The Digital Citizenship Team also works with young people as part of the BIK Youth
Panel, in the framework of the Better Internet for Kids (BIK) project, in which they are
given an opportunity to discuss the issues they deem important with policy makers.

e As part of the SELMA project, a European-wide hackathon was organised, inviting young
people to become content creators to hack online hate and empower each other to be
an upstander instead of a bystander.

e Finally, the eSafety Label+ project, which consists in developing educational resources
for teachers created by teachers, awards active and passionate teachers to
become ambassadors in their own communities and empower their peers to take more
action when it comes to online safety education.

Matia Losego, another key speaker, shared his experience as an advocate for the importance of
educating, in informal settings, to digital human rights. According to him, four main ideas that
can easily resonate with any of us must be shared:

e Online hate speech hurts different people in different ways. Hate speech Kkills, as the
suicide of Amanda Todd in 2012 and the homicide of Alcino Monteiro in 2015 in Portugal
demonstrated. It is important to be aware of the extreme consequences of online hate
speech and not to underestimate it. Furthermore, behind every hate speech post, piece
of news, comment, graffiti and expression, there are people: our friends, our partners,
our relatives and our colleagues. Every one of us, in different ways, has already
produced, disseminated, accepted hate speech and, most probably, all of us already
suffered from the consequences of hate speech.

e Online hate speech is complex. Hate speech takes multiple forms — like the Faceless Men
in Game of Thrones — and it is no signalled as such on the web. In the digital space, hate
speech becomes difficult to identify, understand, evaluate and fight. If we try to classify
a handful of examples of hate speech on a scale from "bad" to "worst", we quickly
understand that the exercise is highly subjective. We can map different criteria,
according to the content, the intent, the target, the context and the impact, but we
cannot say that a tweet against migrants posted by a politician, eventually representing
a public institution, is better than a single cyberbullying message received by a high
school student. They are both dangerous and behind both of them, there is an
oppressive narrative. Mostly, they both need to be tackled.

e Online hate speech is a human rights issue. Hate speech was not born with the advent
of the internet, but it surely gained a new dimension with it, in terms of form and
dissemination. The digital transformation brought about several societal challenges. The
ones linked to online hate speech, such as internet governance, online privacy and data
protection, need to be analysed from a human rights perspective. Additionally, online
hate speech plays a key role in the creation and development of discrimination
processes, fostering representations, stereotypes and prejudices and giving space to
new forms of violence.

e Online hate speech calls for a responsible and effective response. This may take the
form of activism actions, the set-up of reporting mechanisms by internet providers and
national authorities, or we can also give a voice to the victims. Education, and especially
human rights education, is an extremely powerful tool to counter online hate speech.
This effort must be carried out both online and offline. The No Hate Speech Movement,
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coordinated by the Council of Europe at the international level and by committees of
public institutions and civil society organisations at the national level, is contributing
invaluably to these emancipatory processes by involving thousands of young people,
youth workers, educators and decision makers into its activities.

Therefore, to learn about human rights online means to acknowledge that "education is the only
long-term solution: to prevent hate speech, to denounce hate speech and to promote solidarity
with the victims"*. In this learning process, we must all consider ourselves leading actors. Media
and digital literacy education must gain importance, to enable us to critically deconstruct hate
speech, contributing to a fairer exercise of human rights online.

At the end, prizes were given to schools in the Autonomous Region of Madeira that participated
in the SeguraNet challenges by the SeguraNet ambassadors - Carlos Silva and eSafety Label -
Sénia César. The latter briefly presented the project, highlighting the role that ambassadors play
and highlighting the schools in the Autonomous Region of Madeira that are members of the
eSafety Label community.

The Seminar was aimed at Directors of Education/Teaching Establishments, members of the
Executive Councils, teachers responsible for the SeguraNet projects and the schools’ web pages,
ICT coordinators and project coordinators under the responsibility of the Regional Education
Secretariat, in addition to all interested teachers. This meeting was attended by various
specialists from the most diverse areas of activity in Portuguese society (academia, the media
and psychologists, among other stakeholders) and who contributed with their impressions.

The event was validated by the DRE for progression in the teaching career, provided that
participants attended the Seminar (04:00 hours) and an online session (02:00 hours).

The seminar was an opportunity to raise awareness concerning safe use of the Internet, on
which human rights must be safeguarded, and was attended by around 200 participants.

3.1.2. Safer Internet Day Campaign on Schools

SeguraNet, as the Portuguese

D EA DA I N T E R N ET Awareness Centre for the school
MAI 5 5 EG U RA community, launched the Portuguese

Schools” campaign with the support of
a website in which the schools place
. their georeferenced and their
activities during the month of February (https://www.seguranet.pt/fevereiro2019/).

Around 400 schools and clusters registered its initiatives, but it is known that some schools held
events without registering on the platform. Municipalities were also involved in the event to
ensure the participation of schools under their remit. SeguraNet sessions were also held in the
Autonomous Regions of Madeira and Azores by SeguraNet Ambassadors.

14



3.1.3. Safer Internet Day Event @ MICROSOFT

Throughout the month of February 2019, Microsoft promoted a series of initiatives to raise
awareness about the safe use of the internet. In one of these activities, there was a very
interesting shift in the approach used, which consisted in letting young people express
themselves. Microsoft provided a training session about internet safety to a group of students
on Monday, 28 January 2019 and during the month of February, they then visited companies to
receive internet safety sessions.

On Wednesday, 27 February 2019, a wrap-up session took place at the EDP headquarters in
Lisbon, an event also promoted by Microsoft. In the first session, two 12th grade students shared
with participants ways of promoting a positive relation with the internet. Topics like
cyberbullying, fake news, disinformation, online gaming and parental software control were
discussed. In the second panel, parents, accompanied by their children, shared their
perspectives about their use of the internet and their preferred social platforms.

Learn more about Microsoft event: https://www.colegiovascodagama.pt/cvg-em-sessao-internet-segura-
2019/

3.1.4. Theatre Play “ID2.0 — A Tua Marca na Net”

In 2012, recognizing the importance of the project “Comunicar em Seguranga”, Altice
Foundation developed an initiative that made possible to reach out to young people in a playful
and creative way.

Through the theatre play “Nao facas
aos outros..." (Do not do to others ...)
starring actors Pedro Gorgia,
Alexandre da Silva and Vicente
Morais, young people from all over
the country watched the play that
addressed the issues of bullying and
cyberbullying.

After this first successful initiative, in .
2013 a new play was developed - "O que estds a fazer?!” (What are you doing?!), focusing on
Internet privacy and information sharing.

In 2014/2015, there was a new investment and new contents were developed for a new theatre
play. "Like, um clique pode mudar a tua vida” (Like, a click can change your life), was then
promoted.

Since 2015/2016, the Theatre Play “ID2.0 — A Tua Marca na NET” has been exhibited with the
objective to transmit good practices for the use of the Internet in a playful and fun way. Through
the dramatization with known actors, basic concepts and tips of online safety are transmitted in
a playful and fun way, this theatre play has been proven as a great way to raise awareness for
different public, especially younger targets.
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During February 2019, Altice Foundation promoted the Theatre Play “ID2.0 — A Tua Marca na
NET” in 8 Theatres that were seen by 2.019 students.

For more information about the Theatre play:

https://www.facebook.com/Idatuamarcananet/

https://www.instagram.com/idatuamarcananet/?hl=pt

https://bkvw5h.s.cld.pt

3.1.5. Volunteering Scheme by Altice Foundation

During February, using a volunteer scheme involving Altice workers in partnership with Law
Enforcement Agency (PSP), Altice developed several awareness sessions regarding online safety
issues and smartphone usage. These sessions targeted not only students but also parents, carers
and senior citizens.

A total of 132 awareness sessions were developed on schools, gathering a total of 4.023
participants from 26 schools, including 1.200 participants from Azores, during the participation
on “Feira de Seguranca Infantil da Ribeira Grande”.

For more information:

https://fundacao.telecom.pt/ContentManager Content/ContentDetail.aspx?Contentld=768&ContentTypeOrder=1

https://www.facebook.com/cmribeiragrd/posts/2273059909400449

The resources used for these sessions can be seen at:

https://fundacao.telecom.pt/Site/Pagina.aspx?Pageld=2047

3.1.6. ZigZaga na Net

. CIS | FCT and SeguraNet, in partnership with
i I-Ifé"in;g ZigZag Online Radio from Antena 1/RTP,
launched the “ZigZaga on the Net” Series, in
the RTP auditorium, on 14 February 2019, a
set of 30 episodes of audio content on
Digital  Citizenship. A  youth radio
programme was presented aimed at
students aged between 5 and 9 years old,
which aims to be a resource for raising
awareness of various issues, such as: Online
Rights and Responsibilities; Copyright;
veracity and reliability of information

| = Gapurahieg
e 1
| TROREIgItg Mgl

(disinformation, fake news); privacy; digital
footprint; online and technology addiction;
safe online behaviours; bullying and

ZIGZAGA MA MET

cyberbullying, among many others. It is important to highlight that these episodes regularly
feature the mascots of SeguraNet (Pisca) and the Safe Internet Centre (INES).
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This resource was designed with a universal standpoint in mind and aims to reach all students.
To this effect, the Reference School for deaf students of the Quinta de Marrocos Schools Group
was challenged to involve students in the translation of these resources into Portuguese Sign

Language, thus giving rise to a ground-breaking project. See the video at:
https://youtu.be/aV1thPs25 g

The main topic of the event was focused on Digital Citizenship, but also discussed subtopics such
as media and accessibility, universal educational resources, multimedia educational contents.
Catarina Semedo, a digital leader participated in one of the sessions of the event, providing the
inside of her experience in an EU event, involving the youth. Even though they are not youth
panelists, a group of young people were involved in this event as speakers, such as the young
people involved in the production of the LGP video translation and students involved in a school
radio project.

For further information regarding the event: https://erte.dge.mec.pt/Serie-ZigZaga-na-Net

3.2. AWARENESS ACTIVITIES DEVELOPED TROUGHOUT 2019

3.2.1. Awareness Sessions for Children and Young People by CIS|FCT

CIS|FCT continued to develop specific awareness sessions to target children
& young people and discuss several topics regarding how to be safer online
and the importance of the communication between children/young people
and their parents/guardians whenever they face something strange online.
Some of these sessions also covered trending topics like cyberbullying, online
relationships, hate speech and online addiction. Bellow follows a list of the
sessions done:

e April 23rd, 2019 — Agrupamento de Escolas Rainha D. Leonor, in Lisbon (150
participants);

e May 7th, 2019 — Externato Penafirme (80 participants);

e May 14" 2019 — Escola Profissional de Imagem (150 participants).

3.2.2. Awareness Sessions with Social Excluded Target Groups by CIS|FCT

In the reported period, CIS|FCT was invited to collaborate with the
Direcdo Geral de Politicas de Justica, regarding the 2nd Lanzarote Treaty
Monitoring Cycle.

In partnership with Direcdao de Servicos de Justica Juvenil were held
several workshops involving 25 youngsters, aiming to get their
participation on regard the protection of children against sexual
exploitation and sexual abuse online.
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CIS | FCT developed an awareness session in Casa Mae do Gradil with the objective of alerting
young teenagers and demystifying the dangers on the
Internet and social networks.

Two groups were organized by age and maturity of the

girls that live in this foster house. In the younger group,

issues associated with privacy on social networks were addressed. In the older group, issues
associated with relationships and sexuality online were addressed.

CIS | FCT continued developing Awareness Sessions in Casa Pia de Lisboa.

Casa Pia de Lisboa is a public institute that offers support (educational

and social) to children and youngsters with social economic

disadvantages backgrounds. This session followed a different approach

Cale Pia and it aimed to promote Net_Telling Workshop, a new resource
Lithea, implemented during the report period.

Casa dos Platanos, an institution for the urgent and temporary care
of children from Santa Casa da Misericérdia de Lisboa hosted an
awareness session for their children and professionals. CIS | FCT
Trainer addressed some themes starting with Online Games,
discussing the options of monetization of free games, either through
advertising, or through the so-called in-app purchases, purchases
that sometimes encourage gambling behaviors. Also in the context

of online gaming, was made reference to the importance of
safeguarding users' privacy by not sharing personal data and other information that could
compromise their security and/or the security of their accounts.

In additional, were discussed several issues associated with social networks as well as interaction
with third parties, namely unwanted contacts and how to block and/or report them,
safeguarding the preservation of evidence of these contacts through a screenshot/printscreen.

3.2.3. Awareness Sessions for Parents by CIS|FCT

During the reporting period, CIS|FCT has developed several sessions for parents & guardians,
where different eSafety issues were discussed, namely, Parental Mediation, Online Privacy,
Online Reputation, Internet of Things & Toys, Sexting, Fake News, Cyberbullying and Dangerous
Online Challenges.

All these sessions were aided through the use of an updated version of “iKnow — A Guide for
Parents”. Many of these sessions were done in close collaboration of Parents Associations.
Below follows a list of the sessions done:

e May 13rd, 2019 — Awareness Session with Associacdo Pré-Infancia Santo Antdnio de
Lisboa, in Lisbon;
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e May 16th, 2019 - Awareness Session in Casa Pia de Lisboa;

e May 30™, 2019 - Awareness Session with Parents Association of the School Vieira de
Araujo, in the Public Library of Vieira do Minho (http://bit.do/eWg2D);

e July 8", 2019 - Awareness Session with teachers and parents in Externato de Penafirme,

in Torres Vedras.

Externato de
Cala Pia PEI’IEIfiI'ﬂ'IE

Litbea.

3.2.4. Awareness Sessions for Professionals by CIS|FCT

During 2019, CIS|FCT focused part of its awareness sessions in raising awareness regarding
online safety trends near Professional Communities.

As part of the summer campaign, an internal awareness action was prepared for the workers of
FCT, the headquarters of the Portuguese SIC coordination team. This action focused on issues
such as digital parenting, cyber-hygiene and data protection, with the DPO (data protection
officer) also participating and providing important insights about data protection in public
institutions. About 40 FCT employees actively participated in this session, having the opportunity
to learn more about these issues. As part of this initiative some promotional material were
distributed.

3.2.5. Raising Awareness for Silver Surfers by CIS|FCT

Following the partnership with Social Services of Public Administration

(Servicos Sociais da Administra¢cdo Publica - SSAP) that has been
established since 2017, CIS|FCT developed an open day to promote ‘ Gors
Net_Telling workshop with the aim of increasing senior members of Giﬂi}
SSAP online safety competences. ministragao Pablica

More than 40 senior citizens participated in this Open Day, and most of the participants
registered themselves for the workshop.

3.2.6. Summer Campaign Activity by CIS|FCT

The municipality of Cascais, a region in the Lisbon district, collaborated once again with CIS |
FCT by distributing promotional materials on the beaches of that area: Guincho, Piscina Alberto

19



Romano, Tamariz, Po¢a, Sdo Pedro, Parede and Carcavelos. This campaign activity targets
primarily the general public. This collaboration aimed to raise awareness about the digital world,
using the internet safely, while also focusing on digital parenting.

3.2.7. 15T Key Stage Teacher Training

The DGE, the Schools Association Training Centres (CFAE) and the ICT Centres of Competence
(CCTIC) organised a Training Workshop on “ICT Curriculum Guidelines in the 1st Key Stage of
Primary Education”, one of the
domains worked on under Digital
Citizenship. The workshop was

implemented nationwide with a total
of 80 training classes.

e i " The workshop is aimed at all teachers
of the 1st Key Stage of Primary

Education. Information available at:
https://erte.dge.mec.pt/noticias/oficina-de-

formacao-orientacoes-curriculares-tic-no-1o-ciclo-do-ensino-basico

3.2.8. The Physical World and the Digital World: Youth Rights

The European Youth Ambassador for Children Internet Safety, Jodo Pedro Martins, participated
in various actions, giving his contribution so that the use of the digital may be processed in an
increasingly safe and responsible manner.

Under the auspices of the Regional Strategy to Combat Poverty and Social Exclusion, the young
Jodo Pedro Martins organised various awareness-raising sessions across the 19 municipalities of
the Azores archipelago, reaching more than 2.700 children and also other members of the
educational community, seeking to bridge the gap between rights in the physical world and
those in the digital world.

During the various events, there was an opportunity to share ideas as to how young people
should see their rights guaranteed online. This issue was also addressed from the standpoint of
parental supervision and monitoring, as well as the adoption of self-protective behaviors.

3.2.9. European Cybersecurity Month — Campaign in Schools

In October, the SeguraNet Awareness Centre, with the support of the National Cybersecurity
Centre, marked European Cybersecurity Month. For the seventh year running, various events
and activities were organised across Europe. The 2019 campaign focused on different themes,
alerting to the need for changes in behavior and helping users to identify and recognize the risks
inherent to the use of digital technologies.
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To mark this month among the educational -
community, during October, all schools were el Seguranga
invited to arrange activities focusing on T "
Cybersecurity. To enable us to give the
appropriate exposure to the initiatives that
each School/Group organised, they were asked
to register them on the support page, which will
allow them to be georeferenced. Around 400
Schools/Groups participated in this initiative.

Further information available at: H;"ﬂ:w NAS ESE“M

https://www.seguranet.pt/mes-ciberseguranca/

3.2.10. eSafety Label Project by SeguraNet

In order to promote participation in the eSafety Label project, every year it is disseminated,
through institutional channels, information to the directions of educational establishments.
Experts of ICT Competence Centres, SeguraNet and Esafety
Label ambassadors also make this approach when they are
asked to conduct awareness sessions in schools.

Through social networks are also disclosed periodically,
specific materials produced for this purpose.

A total of 400 Portuguese schools have been awarded an
eSafety label, out of which two gold and ten silver labels. At
the moment there are nine Portuguese eSafety Label

ambassadors.

3.2.11. Etwinning Project by SeguraNet

In all eTwinning meetings that take place in Portugal (regional, national, professional develop
workshops and others) eSafety issues are addressed due to the fact that eTwinning and
SeguraNet projects are coordinated by the same team in DGE. The ten Portuguese eTwinning
ambassadors play a key role in this

dissemination effort that can be followed .

online:

eTwinning meetings - https://g00.g/6LaGM6

Teachers training - https://goo.gl/uspsii

T . -
One of the criteria for eTwinning School label w I n I I I ng

are eSafety practices and can be achieved with
eSafety Label.

SeguraNet initiatives are disseminated in eTwinning community both in the European portal and
in social networks.
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3.2.12. ICT Competence Centre by SeguraNet

The ICT Competence Centres are part of a physical
network composed of ten institutions, which cooperate
with SeguraNet nationwide. They also disseminate
SeguraNet's online publications and cooperate in
awareness actions, thus extending the reach of
SeguraNet’s action. These ICT Competence Centres are
geographically located in Lisboa, Monte da Caparica,
Batalha, Setubal,

Braganca and Santarém. The Centres

Aveiro, Coimbra, Evora, Braga,
delivered
awareness raising workshops for the whole educational
community, as well as talks, conferences, workshops in
other institutions (City Halls, Universities, Libraries,

etc.).

The Centres delivered awareness raising workshops for
the whole educational community, as well as talks,
conferences, workshops in other institutions (City Halls,
Universities, Libraries, etc.).

It shall be noted that across the last 2 years, more than
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10.000 people were covered by ICT Competence Centres, mainly targeting students, through

awareness activities, but also teachers, parents and operational assistants.

3.2.13. Regional Governmet of the Autonomous Regions by SeguraNet

SeguraNet sessions were held in the Autonomous Regions of Madeira and Azores by SeguraNet

" LC O 8 E 5

Direcao Regional da Educacdo

ambassador.

ks

Regido Autdnoma
da Madeira

Govarim Ropional

Secretaria Regional
de Educagao

Ambassadors and ICT Competence
Centers. Several activities were held
for raising awareness on Internet
safety and online behavior for all
kinds of The
Autonomous Region of Madeira and

audiences.

the Autonomous Region of the

Azores have one SeguraNet

All activities developed by
SeguraNet, DGE and CIS |
FCT are shared with these
ambassadors. Working
sessions are held between
the

ambassadors and

SeguraNet team. Awareness resources (flyers, posters, and others) has been sent for schools

from Autonomous Regions of Madeira and Azores.
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‘3.2.14. SeguraNet Challenges Competition

SeguralNet
SeguraNet Challenges (Desafios SeguraNet in portuguese) is a competition that has been taking
place, since 2007, and is particularly significant because it takes place in the school context and
receives the inputs of all the educational community. Every school year the Challenges
Competition involves around 40.000 participants — namely students, teachers and parents.
Students from first to ninth grade take part in the competition, which begins every year in
October and finishes in May.

There are four types of challenges: the challenges for Primary School (6-10 years old); the
Challenges addressed to 2™ cycle (11-12 years old); the Challenges addressed to 3rd cycle (13-
15 years old) and the Challenges addressed to parents. Concerning the 2nd and 3rd cycle
challenges, pupils are ask to form teams supported by a teacher in each school. Parallel to this,
parents also form teams and all must answer to the challenges proposed. These Challenges
addresses several digital safety issues (data protection, cyberbullying, sexting, e-commerce,
digital footprint/online reputation, online predators, influencers, copyright, among other
topics), which are clustered in multiple-choice questions.

Each school may enter the competition with as many pupils, teachers and parents teams, as
much the schools can engage.

The Challenges addressed to the 1st cycle consist in activities that involve collaborative work in
class, with the help of the teacher. Each year three proposals are presented concerning digital
safety issues.

Madeira and Azores Autonomous Regions Islands schools and the Portuguese schools around
the world (Luanda and Macau), have been also participating in the Challenges Competition. In
the beginning, the prizes and certificates were awarded at Regional and National Meetings.
However, considering the high number of prizes awarded in each edition, they are currently
being mailed to the winning schools.

The 12th edition (November 2018 to May 2019) involved 40890 participants, including 39089
students, 853 teachers and 948 parents.

The 13th edition (October 2019 to May 2020) is taking place, involving around 60,000
participants so far.

Promotional video:

https://www.youtube.com/watch?v=VEH7i0dUr6s&list=PLaoEjrV1 n-i7OBo6KGnlQLP7CIZP6mzE
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3.2.15. MOOC “Cibersecurity at Schools” by SeguraNet

“Cibersecurity at Schools” is the title of the new MOOC
(Massive Online Open Course), launched on the
14" January by DGE.

It aims at informing, training and empowering heads of ~ Bem-Vindig!

schools, ICT administrators/coordinators, security e
forces connected with preserving safety within school environments/settings, as well as
teachers of all levels of education, to the overall school community and to all those interested
in this problema-area.

This course is an opportunity for those who want to understand why Cybersecurity is such a
critical issue for preserving a safe and trustworthy working environment within the school
community at large, by promoting welfare and proactive routines online.

This course, will last from the 14" January until the 4™ March, it will include 4 content modules
(one module being released per week), with an estimated total workload of 15 hours.

The conclusion of this MOOC, which is free of charge, will provide a Certificate and a Digital
Badge.

Watch the promotion video at: https://www.youtube.com/watch?v=pjskDletUro&feature=youtu.be

3.2.16. MOOC “Bullying and Cyberbullying Prevention & Action”

“Bullying and Cyberbullying: Prevention & Action” is the theme of a MOOC (Massive Open Online
Course), developed by DGE, under the ambit of the SeguraNet Awareness Centre and the Health
Education Team, which started on 13 May and ended on 1 July 2019.

The official launch of this
initiative took place at the V
Media Literacy and
Citizenship Congress, which
marks, on World Press
Freedom Day, the start of
the National Operation 7
Days with the Media.

Bullying e Ciber:
FPrevenir & Agl The aim of this course was to
make participants aware of
the problem of bullying and cyberbullying. It was also intended to provide an opportunity to
deepen knowledge and develop skills that allow these behaviors to be identified, prevented and

acted upon.

The MOOC “Bullying and Cyberbullying: Prevention & Action”, broken down into four modules
and focusing on themes such as: bullying, cyberbullying and screen communication, Internet
safety and cyberbullying, approaches to intervention in cases of bullying and cyberbullying.
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This MOOC was aimed at teachers, educators, parents/guardians, psychologists, security forces,
other professionals who work in educational fields and all those interested in the topic.

Further information about the course may be found at: https://Ims.nau.edu.pt/courses/course-
v1:DGE+SEGBC+l/about

The 16 videos produced may be consulted at: https://www.youtube.com/user/erteseguranet

Promotional video for the MOOC “Bullying and Cyberbullying: Prevention and Action”:
https://www.youtube.com/watch?v=V4KDQh3bFpQ&feature=youtu.be

3.2.17. Information session directed towards the CCTIC and DGE Ambassadors -
New trends in the Digital World and the Safe Internet Line

Within the scope of the SeguraNet, an online information session entitled “New trends in the
Digital World and the Safe Internet Line” was launched on 4 April, directed towards ICT Centres
of Competence, SeguraNet
ambassadors, eSafety Label
ambassadors and DGE
ambassadors.

This session was attended by
Pedro Marques, from CIS | FCT,
who discussed “New trends in
the Digital World”, of which the
following were of particular
importance:

Online Relationships (Sexting,
Sextortion, Grooming, Non-Consensual Sharing of Images); Addiction to the Internet and/or
games; Internet of things/toys; Online Challenges and MOMO and Blue Whales). He also put
into context the various aspects of the Portuguese Safe Internet Centre.

Also present was Ricardo Estrela, from APAV, who reported on the support lines and services
(Victim Support Line and Safe Internet Line) and the various campaigns and initiatives of this
Association.

Session recording available via the link:

https://www.youtube.com/watch?v=tLMwOyvU77g&feature=youtu.be

3.2.18. Training of trainers/teachers Digital Citizenship: intervention projects in a
school environment

Between January and April, a training workshop on “Digital Citizenship and Security:
intervention projects in a school environment" was held in the municipality of Vila Franca de
Xira, with the support of the CFAE Infante D. Pedro. This training falls under the responsibility of
the ICT Centre of Competence, Institute of Education, Lisbon, in partnership with the DGE.
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It is an experimental teaching training initiative aimed at a team from each group consisting of
a librarian teacher and a teacher of citizenship and development.

The face-to-face sessions (25h) will consist of
themes to be dealt with by specialists, namely:
Nuno Dorotea (CCTIC Lisbon), Ligia Azevedo
(DGE), Ricardo Estrela (Portuguese Victim
Support Association - APAV), Vitor Tomé
(Council of Europe), Sénia Seixas (Escola
Superior de Santarém) and Isabel Baptista,
from the National Cybersecurity Centre.

Under the component autonomous work

(25h), each team of trainees designed a
contingency plan, according to the context of their school, for mandatory implementation.

The main objectives of this workshop are: i) to train potential trainers so that they may be
replicated in the different schools groups; ii) to generate knowledge regarding how this type of
action can have a greater impact on the ground according to different themes and contexts; and
iii) the design of resources and contingency plans to be implemented in the schools, under the
ambit of the themes addressed, which later serve as examples and the basis for working (training
kit) for future training to be organised by the Schools Association Training Centres.

3.2.19. Training “Digital Literacy and Global Citizenship” by IPDJ

PT SIC through IPDJ promoted 2 trainings of 3 days each (18 hours each training), for Youth
Workers and Youth Leaders aiming to develop the skills of participants to use new technologies
and communicate in the digital world.

About 20 participants in Evora (south) and 30 in Porto (north of Portugal), from 19 to 21 February
and 19 to 21 March, gathered for learning, discovering and sharing digital experiences and
developing their skills.

Evora
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Porto

‘3.2.20. Training of Change Agents - session about We CAN manual by IPDJ

Change agents- active communities for

intercultural and interreligious i ey

dialogue is a program promoted by !'f ey ﬁ

ACM - Alto Comissariado para as fl.‘}u i

Migragbes on the framework of ” \ HUFJ[L ' .
Putus Understandiy =~

international project MURAL - Mutual L
f ?{bmhsp::tnrdmrm .

Understanding, Respect and Learning. L B
ek
IPDJ participated in a 2 hours training i ﬁﬁl
session (of a four-day training), with 40 ‘.h el We 0 i 5
¥y Y ek '. §
participants, making a presentation of L iy iy | R )

No Hate Speech Movement and of the
Manual We CAN. An activity about hate speech and counter and alternative narratives based on
the manual was developed and printed copies distributed.

3.2.21. NAVEG@S EM SEGURANCA? by IPDJ

“Naveg@s em Seguranca” Program is an awareness and educational program that aims to
contribute to the development of responsible and safe use of the Internet through the
implementation of short-time (45’ to 60’) awareness raising actions, for groups of 25/30
participants. These activities take place in all the country districts in Youth Information Centers
(Lojas PontoJA), schools, social institutions, municipalities and others, under request from this
entities. . In 2019, the program was launched in February and went on until end of November.
During these months 450 sessions were held covering 12.288 participants from different publics:
children, young people, parents, teachers, social workers and seniors. As in 2018, these year the
program also offered the possibility of asking for sessions on specific topics such as
cyberbullying, fake news, online addiction, data protection, hate speech, digital literacy and not

only generic sessions as before.
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3.2.22. Workshop: Video games, esports: features, risks, benefits and strategies

PT SIC through IPDJ promoted a On the 28 November, as part of the IPDJ activities plan within
the SICpt and with the collaboration of FEPODELE (Portuguese Federation for e-Sports), a
workshop about Video games, eSports-features, risks, benefits and strategies took place at the
IPDJ in the town of Coimbra, in the centre region of Portugal.

Featured themes were: "Gaming and gamification", addiction to video games, myths about the
gaming practice, benefits and risks of video games, strategies for parents and educators.

The tool Guide for Parents — The world of video games was used to support information and
activities during the workshop. It was attended by 25 youth (social) workers and educators,
whose evaluation was very positive, having asked for more actions like this

Another workshop, similar to this one, is already prepared for February 2020, on the occasion
of SID celebrations, and will take place in the south of the country — Algarve, IPDJ in city of Faro.

3.2.23. Monitoring the Implementation of National Youth Plan with Partners

IPDJ introduced in the actions of the

National Youth Plan some actions on

Internet safety and Human Rights online

that involve other partners (namely

governmental). From 2018 till 2021 there ,-/

will be different moments for evaluation Plan{::‘Nar:icmaI para a

entude

and monitoring of the actions done with
consultation of the partners. During 2019
we had two monitoring moments, in June I
and December, about activities relating to

the following objectives:

1 - Empower, qualify and requalify young
peoplein digital skills by promoting specific

g

young people in the context of digital citizenship, namely in the context of IPDJ participation in

training and awareness-raising activities for

the Internet Segura consortium.

2 - Promoting awareness and education actions for online and offline Human Rights, digital
literacy and the fight against online hate speech, strengthening the skills of youth workers and
young activists in the areas of digital responsibility and combating hate speech and
discrimination.

For these two monitorig moments of the National Youth Plan (June and December) reports have
been produced.
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3.2.24. ALTICE Volunteering Scheme by ALTICE Foundation

In the school year 2018/2019, Altice Foundation, through the Project “Comunicar em

Seguranga”, did 1.817 Awareness sessions in 92 schools for 59.058 students. Altice volunteers
developed those sessions.
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4. INFORMATIVE & EDUCATIONAL RESOURCES

4.1. Parentalidade Digital — Dicas para Pais com Filhos até aos 8 anos de Idade by
CIS|FCT

CIS | FCT adopted the Smart Parenting in the
Digital Age from DigilitEY to Portuguese.
Children also need our help with the digital
world. From staying safe on social media, to
finding the games that help to develop their
brains in positive ways, and enable them to
have fun. This guide helps you to think more
about raising children in a digital age. Based on
five easy steps, the Manual offeres a great

start in helping you and your child to make the
best of the digital world. Most of all, remember to have fun and enjoy your digital experiences
together! It is free to download at the CIS | FCT webpage:

https://www.internetsegura.pt/recursos/publications/12

4.2. Dicas para Uma Parentalidade Digital Saudavel e Segura by CIS|FCT

CIS | FCT created a simple resource
targeting parents to provide some

guidance on how to how to teach
DICKS PABA
RN children to be safe in their

FARERTALTDORGR interactions on social networks and

- to find the games and apps that

f:::;" . best suit their development. The

- .‘n 'i;rf"":" “T 5 practical tips on use of the
m Internet and how to behave in a

positive way when online at home,

guide on Digital Parenting, presents

CONMIFECE O HOREED OIGEITAL . ,
BRE CHIRMCRED at school or at a friend’s house.

The practical recommendations about digital parenting, aiming to provide materials allowing
parents and carers to reflect on the importance of getting to know the digital word of their
children (aged 0-8) were about:

e how to get to know the digital world of their children;
e shaping the online experience of their children;

e sharing, playing and learning together;

e staying safe and healthy online;

e and staying in touch with digital developments.
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It is free to download at the CIS | FCT webpage:

https://www.internetsegura.pt/recursos/publications/12

4.3. Guia: Dependéncias Online. Orientagdes para a Gestdao Sauddvel dos
Comportametos Online by CIS|FCT

CIS|FCT launched the paper version of the
guide with the aim of collecting information
regarding the impact on health related to
online dependencies and addictive
behaviours. This information is based on a
scientific review of the literature, research in
the area in Portugal and Clinical Experience by
the Phd Ivone Patrao. This guide is directed to

everyone, specially to parents and guardians. PSS TR,

This resource provides some top tips for safe
social media use and addresses the gaming disorder and excessive online use. It is free to
download at the CIS | FCT webpage: https://www.internetsegura.pt/recursos/publications/12

4.4. Media Moveis — Selfies, Sexting, Autoimagem by CIS|FCT

CIS | FCT developed and adapted new resources, aiming at specific target groups of the
Portuguese population. Those segments involve in particular university students and young
adults, parents and educators in emerging areas that present challenges associated with the use
of media in areas that are not resources in Portuguese.

Having this need in mind and after having the
MEDIA MOVEIS opportunity to know.the res?urce “Mobile, Media
HLRFIOS New Challenges — selfies, sexting, self-presentation”,
that tackles the new reality of the social media with
some important strategies to work it, the resource was
translated to Portuguese, with the consent of the

German partner that produced it (KLICKSafe.de).

Understanding how these popular services work and
their background, as well as the reasons why young
people use them, is critical to meeting the challenges
they create in schools and everyday life.

So what exactly is the extraordinary attraction of these
services, and why are young people so passionate
about using them? What issues regarding privacy and
self-presentation do they encounter in connection

with their use? We hope the following pages offer you
some stimulating ideas for discussing these topics in your lessons.
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In 2019, this resource was published online and distributed on a paperback version with the
collaboration of the Rede Bibliotecas Escolares. It is free to download at the CIS | FCT webpage:

https://www.internetsegura.pt/recursos/publications/12

4.5. TIPS about the safe and responsible use of the Internet by CIS | FCT

This notebook was designed to provide simple and practical
tips and information about the promotion of the safe and
responsible use of the Internet. And it has been distributed
in several awareness sessions

It is free to download at the CIS | FCT webpage:

https://www.betterinternetforkids.eu/group/guest/capacity/resource-

lab/gallery?resourceld=25434

4.6. Grandpa is Online by CIS|FCT

After the positive impact on the
launching of the special CIS | FCT
episodes of “Histdrias do Lucas”, PT SIC
continue the collaboration with GO-TO
to produce a mini-series aimed to Silver
Surfers, regarding digital inclusion and
literacy — Grandpa is Online (original
title “Avos na Net”) is a six-episode
series that discusses how to safely use
different online services which improve

all citizens’ daily lives.
4.7. MEDIA@CAO — Build your own video online by CIS|FCT & SEGURANET

Following the partnership with
Media@c¢ao, and taking into
consideration the Positive Online
Content Guidelines, PT SIC, through
CIS|FCT & SeguraNet, developed a
Youtube series, built by 10 episodes
on how to create media digital
content, using easy access tools such
as smartphones and free digital

editing software, as well as some
professional tips like choosing the best angles and shots to capture a video sequence and how
to plan your script using a storyboard.

In 2019, two new videos were made available for the Media@¢ao contest. The 12 episodes aim
to explore the specific characteristics of the audiovisual language and to guide teachers and
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students throughout the different stages of video production (such as pre-production, filming,
and post-production). The playlist with the 12 videos is available on Youtube, through the
following link: https://www.youtube.com/playlist?list=PLYFk-hCP5pDOYFMoMTmNyrXTZWPvuPXhZ.

4.8. NET_TELLING Workshops by CIS|FCT

CIS|FCT promoted the development of a
new training resource called Net_Telling,
which consists of a set of workshops
organised in a modular training program
that uses storytelling techniques. The
general objectives of this resource are to
promote the importance of the virtual
navigation online safely, to explain the role

of youngsters while conscient and

responsible users, and to value the specificities of the “face to face” communication in a growing
context where technologies are used. The target group for this resource is university students
and young adults. This new resource comprises a workshop, with five sessions lasting 15 hours
in total.

In October 2019, PT SIC, "Net_Telling" was launched aiming to promote and raise awareness of
personal stories related to the digital world and the use of the internet, applying the storytelling
methodology.

A public session was held at the end to present the best stories of the participants. A film was
also produced in the context of the Net_Telling project. During the working sessions, about 30
participants learned how to tell a story, how to present it, and how to engage with the audience.

The facilitators of the workshop were actor Pedro Gérgia and sociologist Fatima Freitas, both
with previous training experience using storytelling with high results with the participants. The
sessions were organised according to the themes: "what is my profile?", "empathy laboratory",

"search engine for unique stories", "what's your story?", "take a deep breath before going on
stage", and "final presentation: what's your thing?"

The public presentation was a final event where ten participants shared a personal story about
their experience with the digital world or the internet. The themes of the stories were very
catchy and funny —they are also stories that are often heard by the spectators about what might
go right, and not so right when dealing with the internet.

Some detailed information on the stories:

e Cristina told the story of how she was involved in her son's blind date, organised through
WhatsApp.

e Maria explained how a virtual passion might not always be a real-life passion.

e Joyce recalled the time her Instagram account was stolen just because she didn't follow
very basic safety recommendations!
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e Kevin shared with the audience some important advice on how to use the internet, in
an old-fashioned way, to maintain a long-term relationship at a distance.

e Rui made the audience laugh when he told how a good digital business can go wrong
when you don't tell your mom about using her credit card.

The stories of the older participants were:
e Isabel shared how her 95-year-old aunt Izilda uses the internet to "nag" her daughter.

e Lauraexplained in her story how the Italian saying "Fidarsi € bene, non fidarsi € meglio",
("Trusting is good but being suspicious is better") can be easily applied to the internet.

e Manuel explained how, for his generation, computers were like Coca-Cola: "Primeiro
estranha-se, depois entranha-se" ("At first is weird, then bows in") — an expression
widely used by Portuguese people. Fernando Pessoa wrote this as an ad for Coca-Cola.

e Adelinatold the story of how she did not win (but also did not lose) 3 million euros when
she put her house up for sale on the internet.

e Lurdes explained in her story that before computers, she did not have time for anything
and that she still does not have time for anything else, but she does a lot more
nowadays!

Aside from the workshop session, a film is currently being produced featuring the five best
stories chosen among the group of participants, giving the viewer the perspective of good
practices online, using different resources and working methodologies.

These stories are available at https://www.youtube.com/playlist?list=PLYFk-hCP5pDPmMG-8BuhtOozYP-
R1IAAMWP

The assessment of this resource revealed that participants were open to learning more about
the safe use of the internet with different approaches. The workshop contents were useful since
it allowed them to learn how to deal with the disadvantages of the internet and how to establish
a useful relationship with their colleagues while using it. Participants also highlighted that this
new experience contributed to learning more on how to work on a story and how to tell it.

The assessment also highlighted that some issues need revision, such as the duration of the
workshop, which should include more hours, and the importance of making a clearer reference
to the nature of the stories that ought to reflect the digital and the internet.

4.9. ZigZaga na Net by CIS|FCT & SEGURANET

“Zig Zaga na Net” is an online radio series produced by CIS|FCT and SeguraNet in partnership
with the Zig Zag Online Radio, airing in Antena 1 Radio Channel under the coordination of the
Public Portuguese Radio & Television Station (RTP).
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This youth radio online program aims
to raise awareness about digital EFA ;smumm
literacy, including topics such as
users’ online rights and duties,
copyrights, the truthfulness and

reliability of the information

(misinformation and false news),
ePrivacy, digital footprint, addiction
behaviors towards technology and
online platforms, bullying and

cyberbullying, among many others. Zigz.ﬂgﬂ Na Net S

These episodes also count on the presence of the two PT SIC mascots: INES, from CIS|FCT &
Pisca, from SeguraNet. Listen to this series at https://www.rtp.pt/play/zigzag/direto/radio.

4.10. The Helpline Challenge Methodology by CIS|FCT

In 2018, CIS | FCT developed a new methodology to engage participants in awareness sessions,
named by “The Helpline Challenge”. This activity allows a group (18 to 30 people) to participate
in a roleplay of a helpline case. It is suited to different target audiences such as teenagers,
parents, teachers, carers, social workers and trainers.

This methodology is a good way to validate how much information did the target group
apprehend after an awareness/training session. This methodology also allows us to easily create
new content based on new trends regarding eSafety.

After several pilots in awareness sessions both with teenagers and professionals, this
methodology was presented in the Portuguese Communities of Luxembourg following the
partnership between PT and LU SIC.
Since then it has been used in several
awareness sessions and workshops.

Through this roleplay, the target
audience needs to swift perspectives,
whether as victims, aggressors, or
helpers, allowing them to also
collaborate to find solutions and take

more conscient decisions regarding
their online and offline behaviour.

4.11. #TogetherForABetterinternet — Juntos por uma Internet Melhor

This online campaign promoted by Insafe, which aims to highlight the role of Safe Internet
Centers in the digital literacy of children and young people, enabling them to deal with the risk
situations that may occur and the opportunities that arise from its use.

https://www.internetsegura.pt/noticias/lancamento-da-campanha-togetherforabetterinternet-juntos-

por-uma-internet-melhor
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4.12. Be the next eSafety Champion

Launch of the MOOC course “Be the next eSafety Champion” on the channels of the DGE. This
training was aimed at principals, teachers of the Information and Communication Technologies
subject and all professionals in the field of education interested in determining an online safety
strategy, according to the needs of their schools, as well as ensuring that both students and
teachers can use the Internet safely.

During the various modules, participants had, for example, the opportunity to reflect on the
importance of implementing appropriate eSafety measures, in the school context, of learning to
implement, monitor and evaluate their eSafety strategy.

Further information available at: http://bit.ly/eSLMOOC

4.13. Report “Behind the Numbers: Ending School Violence and Bullying” UNESCO

Dissemination of the publication “Behind the numbers: ending school violence and bullying” by

UNESCO, which presents a comprehensive and up-to-date view not only of the prevalence, but
also of the global and regional trends related to violence in the school. Additionally, it examines
the nature and impact of school violence and bullying.

The report claims that almost one student in three has been bullied by classmates at school in
the past month. This study, which involved 144 countries, represents the largest survey carried
out to date on these issues.

The findings and conclusions, presented in this publication, reiterate the recommendations of
the 2016 and 2018 Reports of the UN Secretary-General, addressed to the United Nations
General Assembly (UN), with regard to the protection of children against bullying. These
recommendations include, among others: the need to develop policies to prevent and respond
to school violence and bullying; training and supporting teachers in the prevention of school
violence and bullying; encouraging approaches that involve the whole community, including
students, teachers, operational assistants, parents and local authorities; providing information
and support to children.

This study was developed with the aim of supporting all countries in preventing and combating
school violence and Bullying, as well as strengthening the Safe to Learn Campaign, which aims

to end all violence in schools by 2024.
4.14. Videos on Cybersecurity — MOOC Cybersecurity in Schools

Based on some comments shared by participants on the
MOOC “Cybersecurity in Schools” promoted by the

e
ki g

= | CiberSequranca SeguraNet Awareness Centre, which ended on 4 March
mprwns | Mg gscolas r:' \ 2019, specialists Pedro Veiga (Department of Sciences of

the University of Lisbon) and Pedro Verdelho (Attorney
General’s Office) produced 11 additional video resources, referring, respectively, to Module 1
“Cybersecurity” and Module 2 “Threats and Cybercrime/Legislation”. Videos available at:

https://www.seguranet.pt/pt/ciberseguranca-nas-escolas-0
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4.15. DGE and Media Education on Antena 1

“Ouvido Critico” (“Critical Ear”) is a programme
broadcast by Antena 1 in collaboration with MIL
Obs (Observatory on Media, Information and
Duwnﬂ Literacy) at the Communication and Society

CHITlEﬂ Studies Centre at the University of Minho. This
programme, broadcast every Wednesday after 3

pm, challenges us to think about the other side of

the media and also presents multiple initiatives
geared towards Media Education.

The Directorate-General for Education, as represented by Ligia Azevedo, participated in the
last programme, which highlighted strategic initiatives and actions for the implementation of
Digital Citizenship and Media Education within educational communities.

Watch at: https://www.rtp.pt/play/p4406/e388291/ouvido-critico

4.16. SeguraNet Animation: Cyberbullying

The DGE launched a new SeguraNet animation, under the ambit of the SeguraNet Awareness
Centre, this time focusing on the issue of Cyberbullying. This animation was developed
; specifically to form part of the
MOOC training “Bullying and
Cyberbullying: Prevention and
Action”.

It is an animation that
mentions the Safe Internet
line, currently under the
responsibility of the
Portuguese Victim Support
Association (APAV), which
forms an integral part of the

Safer Internet Centre.

It should be noted that there are several SeguraNet animations that promote digital citizenship:
“Sexting”, “Antivirus”, “Always Connected”, “Sharing Personal Information” and “Life exists
offline”.

These resources, in addition to forming part of various campaigns, are included in the resource
gallery of the Safe Internet Centres — Insafe network, in their versions in Portuguese and English.
Watch at: https://youtu.be/oSAPIx75aPc
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4.17. SeguraNet Youtube Channel Campaign

SeguraMet

In March 2019, a campaign was launched to
publicise the SeguraNet
(https://www.youtube.com/user/erteseguranet),

Youtube channel
run by the SeguraNet Awareness Centre. This
channel boasts 100 video resources from various
campaigns on Digital Citizenship and Media
Education. There was an increase of 40% in the

L.
i

number of subscribers.

4.18. Article “Digital Education and Literacy” by Maria Jodo Horta on INCODE.2030

DGE published an article entitled “Digital Education

and Literacy”, by Maria Jodo Horta, deputy
director-general, on the Incode 2030 portal (an
integrated public policy initiative dedicated to

strengthening digital skills).

The article can be find at:

https://www.incode2030.gov.pt/newsletter/05/educacao-e-
literacia-digitais?idU=1&fbclid=IwAR1pV1n28gDeBih-
ujfsVwWcMEXOFTsfN9gH3106HWJIQQvbOOxEKiaPXWoA

4.19. Bullying and Cyberbullying prevention
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may contribute towards forming more resilient, responsible young people who are able to

manage online and/or offline interactions.
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activities — Enable Manual

Under the auspices of the SeguraNet
Awareness Centre, DGE made available the
Enable (European Network Against Bullying
in Learning and Leisure Environments)
manual, which brings together resources
and activities to prevent and combat
bullying and cyberbullying,
students, teachers and parents, among

aimed at

other stakeholders.

This manual presents a series of activities
that can be done in schools aimed at
skills  that will
towards preventing and reducing situations
of bullying and cyberbullying. In addition, it
provides

developing contribute

materials and a guide for

parents/guardians with suggestions that
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It should be noted that the Enable project was funded by the EU and coordinated by the
European Schoolnet, of which DGE is a partner. The main objective of the project is to combat
bullying and contribute towards the well-being of young people (between 11 and 14 years old),
through the development of social and emotional skills.

The translation and adaptation of this manual into Portuguese formed part of the MOOC training

“Bullying and Cyberbullying: Prevention and Action”. Enable manual in Portuguese available at:
https://www.seguranet.pt/sites/default/files/2019-05/Manual%20Enable.pdf

4.20. Resources for Volunteers Training by IPDJ

In the framework of Navegas Program, IPDJ
produced 3 resources to support young
volunteers training that can be also useful for
Navegas sessions delivery:

Verdadeiro ou ralso?"

1. 10T — Session Plan: 60-minute session
plan on the internet of things. It O que sio “Fake News” {Noticias
includes proposals of questions for Falsas?
debate, links to videos, proposals for
methodologies for each moment of the
session. Adaptable according to the

target audience.

2. CYBERBULLYING: ppt presentation on what Cyberbullying is, its characteristics and ways
of combating and preventing it.

3. FAKE NEWS: ppt presentation about fake news, what they are, how to analyze, critical
consumption in the digital environment and examples of some aukxiliary tools.
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5. YOUTH PARTICIPATION

5.1. The Portuguese Digital Leaders Initiative

The “Digital Leaders” initiative for Portuguese schools aims to improve Digital Citizenship and
Media Literacy competences, through the development of non-formal training sessions
promoted by students (aged 9 to 18) within their educational community. In each school there
are at least one teacher responsible for the students and the activities. This initiative is
developed in different ways:

a) Volunteer students were selected by the responsible teacher and they participated in online
synchronous sessions (through the Zoom platform). The online synchronous sessions, with the
duration of one hour, should have an active participation of students; 3 online synchronous
sessions for “Young Digital Leaders” and 3 online synchronous sessions for “Digital Leaders”.
Afterward each "Digital Leader" promoted awareness activities for his/her peers, teachers and
parents — generally speaking, the overall educational community.

b) Two online synchronous sessions targeted at teachers were held by the SeguraNet Team,
through the Zoom platform. In these sessions, teachers were guided on the topics that should
be addressed; the campaigns in which they should collaborate as well as in what types of
audiences should be targeted in the activities promoted by Digital Leaders. Examples of
reference practices were also provided by experienced teachers.

c) All the development of the initiative were centralized in the initiative’s webpage, where the
community of practice, composed by teachers, students and the project team provided
information about the initiative at their educational community, along with the exchange of
knowledge and experiences relating to the Digital Citizenship and Media Literacy.

d) A group was also created on the SeguraNet’s Facebook page involving all the teachers
engaged in this initiative. This space aims at sharing, in a quick and friendly way, the initiatives
and resources developed by the schools.

e) The schools involved held regional meetings to gather all the local Digital Leaders, with
SeguraNet Awareness Canter support.
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This initiative has two main dimensions addressing the following target groups:

* “Young Digital Leaders” — aiming at students attending primary schools - each team is set up
by a teacher and all the students in a class (aged 6 to 10).

¢ “Digital Leaders” — aiming at students attending lower, up-lower and Secondary Education. In
this case, each team is composed of a teacher and up to five students. (Aged 10 to 18);

The Digital Leaders don’t just act in their own educational community, the students who
participated in the last editions took part in several initiatives such as:

- Digital Leader students attended the National Media Literacy Meeting aimed at teachers (they
participated in the practice exchange panel and other Digital Leaders group promoted 2
workshops entitled: Digital Leaders in Action);

- Digital Leader Catarina Oliveira was invited to attend the Conference on Portuguese Children
and Youth in the Digital Context (promote by the Nova University of Lisbon) and the launching
panel of the television series ZigZaga na Net. She was also co-author of an article published in
the national magazine Visao;

- The Portuguese Committee for the Promotion of Children and Youth's Rights requested the
participation of a group of Digital Leaders to act as consultants for the development of a micro-
website for children and young people;

- Digital Leader Joana Martins was interviewed in the radio station Antena 1 program “Ouvido
Critico” broadcasted nationwide;

-A Digital Leaders group has participated in the annual Incode 2030 conference where they were
interviewed by the Minister of Education himself;

The Digital Leaders 2019/20 edition involved 3,000 children and young people and 100 teachers.

The Digital Leaders and teachers involved in the initiative were reward; Trophies to reward the
Schools and some gifts for students and teachers.

A Youth Panel (composed by 10 Digital Leaders) where children and young people can express
their views and exchange knowledge and experiences concerning their use of online
technologies and contribute to the design of awareness-raising actions, tools and materials.

Two students and a teacher attended the European conference Safer Internet Forum 2019 and
the BIK Youth Panel.

5.2. Digital Leaders and Pink T-Shirt Day

As a school certified with a Gold eSafety Label, Colégio do Sagrado Coracdo de Maria has taken
a number of steps that are in line with that which is proposed by this European SchoolNet
initiative, aimed at schools, to promote and certify Digital Safety practices. Thus, with a view to
promoting Digital Citizenship, the College has involved its students in various initiatives, in
particular, the Digital Leaders initiative.
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Digital Leaders and Digital Leaders Benjamins (Juniors) have promoted various activities that
have received the support of the educational community. An example is Pink T-Shirt Day, which,
on 27 February, involved, worldwide, the Institute of the Religious of the Sacred Heart of Mary.
On this day, the entire educational community dressed in pink to highlight the fight against
(cyber)bullying. This cause received support from the Board of the College, members of the
Parents’ Association, members of the Students’ Association and the Sisters, who helped
distribute stickers alluding to the
initiative designed by the mother of one
of the students at the College.

As with the campaign “No to Hate
Speech”, these activities form an
integral part of a concerted action plan,
which aims to: encourage good
practices in the use of technologies;
prevent/combat bullying and
cyberbullying, enlighten the
educational community and implement
strategies to resolve any incidents that

may occur: http://www.pinktshirtday.ca/

5.3. Digital Leaders in action

In March, the students, Digital Leaders, participated in another synchronous session, this time
moderated by two students who attend the 12th year of schooling, at Vasco da Gama school.

During the session, the Digital Leaders
had the opportunity to present the
activities they have been involved in with
the respective communities, under the
ambit of the themes proposed for this
edition — Sexting, Fake News and Data
Protection. Through the various
interventions, it can be seen that the
students have programmed and carried
out various activities, adapting them to
the different target audiences of the
respective educational communities. As
examples, it is worth mentioning the
arrangement of lectures, the production
of materials and the organisation of
recreational activities, which

undoubtedly  contribute to the
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achievement of the objectives proposed for the 4th Digital Leaders